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Abstract: In an increasingly volatile world, amidst an era in which United States defense dollars must be used with ever greater 
efficiency, the maintenance of existing systems is paramount in order to sustain readiness and extend utility. This is especially 
true for surface-to-air missiles, which in many cases were designed initially at the end of the Cold War era. Incorporating 
Internet of Things (IoT) technology into missile stockpiles offers the potential to improve inventory reliability and system 
health monitoring. This research utilized the Systems Decision Process (Parnell/Driscoll) to investigate how Lockheed Martin 
and the Department of Defense could integrate IoT into existing missile stockpiles. Research focused first on problem 
definition, which resulted in a value model that identified the critical needs of a solution set and a means for scoring. The 
generation of robust alternative solutions followed. Feasibility screening yielded four feasible candidate solutions for 
examination. A decision analysis of the feasible solutions evaluated each for total value and a cost versus value comparison. 
The recommended solution includes built-in-test capability; sensors for pressure, leaks, vibration, shock, and electromagnetic 
interference; and costs approximately $2500 per unit. 
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1. Introduction 
 
Missile defense in the United States consists of an array of technologies and capabilities, centered on surface-to-air 

missiles. The Department of Defense (DoD) has undertaken extensive development and fielding of such systems, many of 
which are the product of late-Cold War acquisition programs. Due to both the high cost of fielding and system aging, missile 
stockpile reliability and maintenance have become increasingly important. Lockheed Martin is the preeminent supplier of these 
systems. DoD and Lockheed have made it a shared priority to properly maintain existing missile stockpiles and thereby extend 
the lifecycle of current resources. Maintenance of complex technological components can be time-consuming and extensive, 
however, making it important to focus maintenance efforts where they are most needed. Incorporating Internet of Things (IoT) 
technology into existing missile stockpiles offers the possibility of conducting targeted maintenance and gaining a better 
awareness of asset readiness.  

Tan and Wang provided a foundational definition of the Internet of Things as, “Things [that] have identities and virtual 
personalities operating in smart spaces using intelligent interfaces to connect and communicate within social, environmental, 
and user contexts” (Tan & Wang, 2010). Thing-to-thing communication is the underlying framework, removing human 
interaction. 
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